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Introduction to Netsparker

Product Overview

Welcome to Netsparker, the next generation Web Application Security Scanner.
Netsparker is a powerful web application security scanner, which can crawl, attack and
identify vulnerabilities in all types of web application - whatever platform and
technology it’s built on. Netsparker can help you identify web application
vulnerabilities such as SQL Injection, Cross-site Scripting (XSS), Remote Code
Execution, and many more with an easy-to-use and intuitive user interface.

Netsparker helps web application developers or penetration testers to secure web applications
easily and with the minimum of fuss. With pre-set scan profiles, you can quickly start scanning your
web applications and get instant, detailed reports on Netsparker’s findings.
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Feature List

False-Positive Free
Netsparker doesn’t produce false positives, period.

All current web application security scanners report false-positives. That is, they report vulnerabilities
that do not exist.

Netsparker is different; it will perform multiple tests to confirm any identified issues. If Netsparker
can’t confirm them, the issue will require manual inspection and verification — therefore Netsparker
will inform you about a potential issue - generally prefixed as [Possible].

This means that if Netsparker makes a positive confirmation, you can be sure that a real vulnerability
has been found.

Netsparker confirms vulnerabilities by exploiting them in a safe manner. If a vulnerability is
successfully exploited, it can’t be a false-positive. Exploitation is carried out in a non-destructive
way.

Please see False Positive Free Scanning on our website for more information about the technical

details and overall technology used by Netsparker.

JavaScript / AJAX / Web 2.0 Support

Netsparker has a JavaScript engine which can parse, execute and analyse the output of JavaScript
and VBScript used in web applications.

This allows Netsparker to successfully crawl and understand websites that use different AJAX
frameworks, custom code or well-known framewaorks such as jQuery.

SOAP Web Service Scanning Support

Netsparker parses WSDL (Web Services Definition Language) documents and creates SOAP (Simple
Object Access Protocol) requests for each operation defined in the WSDL document. This allows
Netsparker to attack web services successfully. You can either scan a single web service by entering
its WSDL address or importing the WSDL file from disk. If you start a regular web site scan and
Netsparker discovers WSDL documents on that site, Netsparker will automatically scan those web
services too.

Detailed Issue Reporting
Netsparker reports vulnerabilities with the maximum available details to make the issue, and the
impact, clear to the user.

For example, instead of simply reporting XSS (Cross-site Scripting), Netsparker will report one of the
following issues:

e Reflective Cross-site Scripting
e Permanent Cross-site Scripting
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e Cross-site Scripting via RFI (Where the user can carry out an XSS attack via RFI but cannot
execute code)

e Cross-site Scripting via LFI (Where it's possible to attack via LFl, however impact is limited. In
this case Netsparker will try to identify Cross-site Scripting via this limited LFI vulnerability)

e Limited Cross-site Scripting (Attack only works on Internet Explorer)

The same goes for many other types of vulnerability.

The impact and remediation of issues is also tailored based on these details. Therefore developers
will know exactly what to do in order to correctly resolve the problem.

Automation
Netsparker provides a CLI (Command Line Interface) to help you to automate scans and integrate
Netsparker into your automated scanning, reporting or development systems.

Logging
Netsparker supports logging of all HTTP Requests and responses, as well as all identified
vulnerabilities and other scan-related data.

Reporting
Netsparker produces reports in several different formats:
o XML
e HTML
e PDF
o (CSV

In addition, you can use Netsparker’s Reporting API to generate custom reports. The Reporting API
supports C# scripting, and Netsparker ships with a selection of sample report templates which you
may use as models for your own custom reports.

DRM Free Licensing

Netsparker utilizes a user-friendly licensing system which also respects users’ privacy. It's DRM free
and you don’t have to activate it every time you move your license. Also it doesn’t require an
internet connection to activate or work. It works instantly, without the need to login anywhere or get
permission from us.

Integrated Exploitation Engine
Netsparker delivers the detection, confirmation and exploitation of vulnerabilities in a single
integrated environment.

When Netsparker identifies a vulnerability, it will let you exploit the vulnerability, if possible, so that
you can see the real impact of an attack.

Currently Netsparker supports:

e Exploitation of SQL Injection vulnerabilities
e Getting a reverse shell from SQL Injection vulnerabilities
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e Exploitation of LFI (Local File Inclusion) vulnerabilities
e Downloading the source code of all crawled pages via LFI (Local File Inclusion)
e Downloading known OS files via LFI (Local File Inclusion)

Post-Exploitation
Netsparker is the only web application security scanner with an integrated exploitation engine. This
gives Netsparker an edge, and allows it to carry out post-exploitation security checks.

Initially, this is limited to checks carried out after SQL Injections, however the number and scope of
checks will be increased in future releases of Netsparker.

When Netsparker identifies an SQL Injection, it will check to determine if the database user has
admin privileges. If the user has administrator privileges, Netsparker will report a new issue called
“Database User Has Admin Privileges”

Authentication
Netsparker supports several authentication methods:

e Basic Authentication
e Form Authentication
The user can configure form authentication for different websites.
e NTLM Authentication
e Digest Authentication

This allows you to test an application which requires any one of the listed authentication methods.

Knowledge Base
Netsparker reports informational items which can help the user to see overall design of the
application such as:

e List of File Extensions

e List of E-mail Addresses

e List of Cookies

o List of Interesting Headers
e List of Pages With Inputs
e List of MIME Types

e List of JavaScript Files

e List of External Hosts

e List of External Scripts

Bug Tracking Integration
Netsparker can be integrated with external bug tracking systems and you can send the vulnerabilities
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Technical Details

When Netsparker identifies an SQL Injection, it can automatically determine how to exploit it and
extract the version information from the application. When the version is successfully extracted,
Netsparker will report the issue as confirmed, so that you can ensure that the issue is not a false-
positive.

The same applies to other vulnerabilities such as XSS (Cross-site Scripting) where Netsparker loads
the injection in an actual browser and observes the execution of JavaScript to confirm that the
injection will actually get executed in the browser.

Below is a list of issues that Netsparker looks for.

SQL Injection

Netsparker can detect different SQL Injections including Error Based, Blind and Time Based SQL
Injections. The SQL Injection engine is very comprehensive and can detect Blind SQL Injections even
in complicated queries.

After identification of the vulnerability, Netsparker will carry out extra checks to determine if the
database user used by the application has admin privileges. In this case Netsparker will report a
separate issue called “Admin User DB Connection”

[l t=st37.netsparker.com - Netsparker 204.290 ( Mavituna Security Limited - 1 Seat ) [S=]=]
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Figure 2: Database User Has Administrator Rigths Example

XSS (Cross-site Scripting)
Netsparker identifies Permanent/Stored and Reflective Cross-site Scripting. Cross-site Scripting issues
can be identified in parameters or in the URL.
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Netsparker carries out several different attacks to bypass known and custom weak protection.

Netsparker detects if it’s possible for an attacker to inject a remote file to the site in order to execute
JavaScript in the current page.

This is a typical technique used by attackers to carry out Cross-site Scripting attacks.

Netsparker also detects Cross-site Scripting issues in URLs. This type of attack is common in websites
using URL Rewrite and PHP.

DOM based XSS (Cross-site Scripting)

Netsparker detects DOM based Cross-site Scripting issues. DOM based XSS is an XSS attack wherein
the attack payload is executed as a result of modifying the DOM environment in the victim's browser
used by the original client side script, so that the client side code runs in an unexpected manner. The
response from the server does not change, but the client side code contained in the page executes
differently due to the malicious modifications that have occurred in the DOM environment.

Command Injection
Netsparker detects pages that are susceptible to Command Injection, whereby input data is
interpreted as an operating system command.

This type of vulnerability can allow an attacker to gain full access over the server and the web
application.

Blind Command Injection

Netsparker detects pages that are susceptible to Blind Command Injection, whereby input data is

interpreted as an operating system command but it can’t be directly identified from the output of
the page. Netsparker will identify Blind Command Injection vulnerabilities by carrying out several

requests and analyzing the time differences.

This type of vulnerability can allow an attacker to gain full access over the server and the web
application.

E-mail Address Disclosure
Netsparker identifies email addresses exposed in the website. This can help users to identify email
address-related information exposed on the internet to help you reduce the potential for spam.

Internal IP Disclosure
Netsparker identifies internal IP Disclosure issues where a system exposes its internal network IP
address.

Cookies are not marked as Secure
Netsparker reports an issue if it finds cookies that are not marked as “Secure” in HTTPS websites.

Not marking cookies as “Secure” can allow attackers to steal the cookies over an HTTP connection
and use those cookies to log in to the application.
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Cookies are not marked as HTTPOnly

Netsparker reports an issue if it finds cookies that are not marked as HTTPOnly.

JavaScript can’t read a cookie if the cookie is marked as “HTTPOnly”, which means that a Cross-site
Scripting attack is unable to steal the cookies via JavaScript. However that doesn’t mean the
application is secure. Cross-site Scripting vulnerabilities should be addressed even though cookies are
marked as “HTTPOnly” since there are many other ways to use Cross-site Scripting attacks.

“HTTPOnly” should be considered as a secondary security measure (defense in depth) and should be
used where possible.

Directory Listing
Netsparker detects if directory listing is enabled in the web server.

Directory listing can allow attackers to see all files on the system and can help them to download
sensitive files or gain more information about the target system.

Stack Trace Disclosure

Netsparker determines if the target application is disclosing stack trace information.

A stack trace can leak information about the internals of the application that might include sensitive
data or application logic-related clues.

Version Disclosure

Netsparker identifies version disclosures in HTTP headers and HTTP responses. It supports many
frameworks, well known languages and web servers such as ORACLE, IIS, PHP, ASP.NET, Apache,
Apache Modules, JSP, Mongrel, WebLogic etc.

Access Denied Resources
Netsparker reports an information issue when access is denied to the requested resources.

This can help the user to determine the design of the application and possible resources that exist in
the web server but are not publicly available.

Internal Path Disclosure
Netsparker determines if an application discloses internal paths related to the application or the
configuration.

This generally indicates a programming error in the application and can help an attacker to gain more
information about the internals of the system. An attacker can use this information while crafting an
exploit for another identified vulnerability.

Programming Error Messages

Netsparker provokes the target website to produce error messages and then reports on the
outcome. These errors have no direct security impact; most of the time they indicate a programming
error, quality issue, or a potential vulnerability in the application.
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Many of these types of errors also leak information about the logic or the implementation of the
application which can help an attacker to identify or exploit weaknesses in the application.

Database Identified

Netsparker detects the disclosure of the backend database type, from a list of supported database
engines, including SQL Server, MySQL, PostgreSQL, DB2 and Oracle.

Database User Has Admin Privileges

Netsparker detects if the web application is accessing its backend database via a user account with
administrative privileges. This vulnerability increases the potential exposure in the event of an SQL
Injection attack and introduces a range of serious consequential issues, including:

e Allowing full and unrestricted access to the database server
e The ability to obtain a reverse shell and execute commands on the underlying OS
o The possibility of escalating privileges and gaining administrator access to the OS

Database Error Messages

Netsparker provokes and reports database error messages leaked by the website. If the problem is
related to SQL Injection, a separate issue will be raised by Netsparker, otherwise the user is informed
that the application is exposing database error messages which are potentially related to
programming errors or possibly other problems regarding database connectivity.

Local File Inclusions & Arbitrary File Reading

Netsparker detects Local File Inclusion and Arbitrary File Reading issues. It detects if an attacker can
access files and source code from the server on both Windows and *nix systems. It carries out
advanced checks, uses process directories, Null byte injection attacks, dynamic file extension
replacements and many other methods to bypass weak filters and blacklist entries.

In addition, it checks if the Local File Inclusion can be used for executing remote commands by
injecting code into log files.

Netsparker has exploitation features for Local File Inclusion attacks.

Remote File Inclusions
Netsparker detects if the application is vulnerable to Remote File Inclusion, which would allow an
attacker to inject a remote file and execute code on the server.

Netsparker carries out several dynamic requests, and tries to bypass many weaknesses and blacklist
entries.

Remote Code Injection / Evaluation
Netsparker detects if the application evaluates/executes given code within itself by using dangerous
calls such as eval().

This type of vulnerability can allow an attacker to execute code on the server.
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CRLF / HTTP Header Injection / Response Splitting

Netsparker detects CRLF injection issues in web applications which can cause serious problems. The
most common of these are Cross-site Scripting and session hijacking attacks, taking the form of
session fixation attacks.

Find Backup Files
Netsparker tries to find backup and temporary files on the target website by using crawled file names
and other well-known names.

Netsparker determines if this problem can lead to source code disclosure issues.

crossdomain.xml Analysis
Netsparker detects and analyses crossdomain.xml files for problems such as open access policy
issues.

With this type of vulnerability, an attacker needs to attack an authenticated user of the website to
exploit this problem successfully. The attacker is then able to read authenticated users’ private
messages or carry out actions as the attacked user. If the Crossdomain.xml file has an open policy,
the attacker can bypass any CSRF protection (nonce / CSRF tokens).
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Finds and Analyses Potential Issues in Robots.txt
Netsparker detects and parses links in Robots.txt files. If it identifies a potentially critical URL listed in
the Robots.txt it will report the problem, together with details.
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Password Transmitted over HTTP
Netsparker identifies if the website sends passwords over HTTP.

An attacker sitting between the user and the website might carry out a MITM (Man in the middle) or
sniffing attack to capture the user’s password.

Password Transmitted over Query String
Netsparker identifies if the website accepts passwords transmitted in a request query string.

An attacker sitting between the user and the website might carry out a MITM (Man in the middle) or
sniffing attack to capture the user’s password.

Password Form Served over HTTP
Netsparker determines if a login form is served over HTTP when the target of the form is HTTPS.

Many developers might not be aware that this is a security issue; therefore Netsparker provides a
detailed report for this problem to ensure that the issue is correctly addressed by developers.

Netsparker Ltd. © 2009-2015, all rights reserved.

www.netsparker.com
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An attacker sitting between the user and the website might carry out a MITM (Man in the middle)
and inject a piece of JavaScript code to steal the password before it reaches HTTPS, or he/she can
easily change the target of the form to HTTP as well to steal the user’s password.

Detect TRACE / TRACK Method Support
Netsparker checks and determines if the TRACE / TRACK HTTP Methods are supported and enabled
by the web server.

Detect ASP.NET Debugging
Netsparker detects if ASP.NET Debugging is enabled.

test37.netsparker.com - Netsparker 204.290 ( Mavituna Security Limited - 1 Seat ) (== ]=]

File View Reporting Settings Community Help -

&

i (T Start New Scan | i . | |-

M i
@ (PSRN .o e | 1T Rt Rpone |
(@ test37.netsparker.com:60020 [ Retest | - Py -
[&5 Default.aspx .
[ TRACE / TRACK Identified o @ z
0 s | ASPLNET Debugging Enabled

@ 1S Version Disclosure

m
-ums el Angeeung g

[ ASP.NET Version Disclosure
@ E-mail Address Disclosure CERTAINTY I WV
=i CLASSIFICATION

= (VIEWSTATE name) URL http://test37.netsparker.com:60020/Default.aspx w

[ Internal Server Error

737 ASP.NET Stack Trace Disclosure OWASP A6

@ [Possible] Internal Path Leakage |~ Y ULNERABILITY DETAILS CWE 16

[¥7 Database Error Message -

(& clientaccesspolicy.xml Metsparker identified that ASP.NET Debugging is enabled. WASC 14
[ Open Silverlight Client Access Polic)
IMPACT

This indicates that the debugging flag was left enabled in the production system. There is no direct impact of this issue and it is
presented here only for information. <

» [ Database Error Message » | Group Issues by
> [11 ASP.NET Stack Trace Disclosure
o [ ViewState is not Encrypted 8 Vulnerability Type

4 @ ASP.NET Debugging Enabled
@ /Default.aspx

b 6 IS Version Disclosure

> @ E-mail Address Disclosure

- @ [Possible] Internal Path Leakage (Windows) ) URL

&Issues 11) E. Encoder !Logs (11)

Scan and Confirmation finished. &9 Proxy: System[None] | ;

) Severity

@) Confirmation

1 w
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Detect ASP.NET Trace
Netsparker detects if ASP.NET Tracing is enabled and accessible.

An attacker can use ASP.NET Tracing output to access active users’ sessions, and gather information
about the application and its structure.

Checks for CVS, GIT and SVN Information and Source Code Disclosure

Issues
Netsparker detects files disclosed by source code versioning systems such as CVS, GIT and SVN.

An attacker might exploit this problem to gain access to the source code of the application, or might
retrieve configuration and/or other important files.
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Finds PHPInfo() pages and PHPInfo() disclosure in other pages
Netsparker attempts to find forgotten phpinfo files in the system. It also reports the PHPinfo() output
in all crawled pages.

Information disclosed from PHPInfo() might help attackers gain more information about the target
system.

MS Office Information Disclosure
Netsparker detects if pages served by the web application were generated using Microsoft Office.
Such pages contain embedded user information and can be used for social engineering attacks.

Finds Apache Server-Status and Apache Server-Info pages
Netsparker detects if the Apache Server-Status or Server-Info pages are publicly accessible.

Apache Server-Status and Server-Info can be used by attackers to gain more information about the
target system and will help them to find hidden URLs and currently visited URLs.

Find Hidden Resources
Netsparker looks for hidden files and directories in the target website.

These include:

o Test files
e Management files and directories
e Known vulnerable files / scripts

For example, even if it’s not linked anywhere in the website, Netsparker will identify the “admin”
directory.

Insecure Authentication Scheme Used Over HTTP

Netsparker detects if the application is configured to use Basic, Digest or NTLM authentication over
HTTP. These authentication schemes are considered to be sufficiently secure if they are used over
HTTPS. Using them over HTTP can result in a variety of consequential issues, including:

e Information leakage
e The possibility to lock or brute force user accounts
e Transmission of user credentials on a clear-text form
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Finds and Analyses Google Sitemap Files
Netsparker detects and parses Google Sitemap files to increase coverage and inform the user that
the sitemap file is accessible (in order to confirm that this is the intended configuration).
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Figure 6: Sitemap File Identified

Source Code Disclosure

Netsparker provokes the web server to disclose source code where possible, and detects whether
the source code disclosure is due to a configuration problem, a security issue, or due to a
programming error where revealing comments are left in the code.

An attacker can access hard coded passwords and might gain information about the logic of the
application (and the system) by reading the disclosed source code.

Autocomplete Enabled
Netsparker determines if Autocomplete is left Enabled in sensitive form fields such as Credit Card
number fields.

An attacker who can access the user’s computer can access these cached autocomplete datasets via
the browser. This is especially critical if the website is accessed from public computers.

ASP.NET ViewState Analysis

Netsparker analyses ViewState related issues in ASP.NET pages.

ViewState is not Signed

Netsparker reports a new issue if the ViewState in the page is not signed. In this case an attacker
might modify the content of the ViewState and subvert the logic of the application, or carry out other
attacks by changing the ViewState.
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Strict Scope Options
Netsparker supports several scope restrictions before the scan is started. You can also exclude pages
/ parameters and paths from the scan before Netsparker starts to attack.

Heuristic URL Rewrite Detection

Netsparker can heuristically detect common URL Rewrite patterns to avoid repeatedly scanning the
same resources. The Netsparker development team is constantly improving this engine to
understand more and more URL Rewrite patterns.

File Upload Functionality Identified
Netsparker detects pages that allow users to upload files to the web server, which are potentially
dangerous unless they are coded with a great deal of care.

Manual Proxy Mode

You can use Netsparker's internal proxy to browse your target web application to allow Netsparker to
crawl and test hidden sections of the application or parts accessed by third party technologies such
as ActiveX, Java and Flash.

This feature also allows you to test forms which require special input such as credit card or social
security numbers.
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ViewsState is not Encrypted

Netsparker reports a vulnerability if the ViewState in the page is not encrypted. In this case an
attacker can read the data within the ViewState by simply decoding it. This might leak sensitive
information to the attacker.
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Custom 404 Detection
Netsparker automatically detects custom 404 and Error pages. You don't have to configure this
manually.

Authentication Brute Forcing

Netsparker maintains a user-configurable word list and uses it to attempt brute force bypassing of
Basic, NTLM and Digest Authentication schemes, reporting a corresponding vulnerability when a
brute force attempt succeeds.

Basic Authentication over Clear Text

Netsparker detects if the application is using Basic Authentication over HTTP, which sends user
credentials in plain text and exposes the risk that an attacker can intercept network traffic and steal
them.

Anti-CSRF Token Support

Many web applications incorporate protection mechanisms to guard against CSRF (Cross-site Request
Forgery). However, most other web application security scanners are unable to successfully scan
pages that use these mechanisms, rendering them ineffective at security auditing such sites.

Netsparker Ltd. © 2009-2015, all rights reserved.
www.netsparker.com
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Netsparker addresses this challenge by requesting a new token from the application when required
and using that token in the following request(s), enabling it to offer the only complete security
scanning solution for this scenario.

Sensitive Files

Netsparker maintains a target list of known file names that are used by a variety of web applications
and are susceptible to attack. It systematically probes for these files and, if found, attempts to attack
their known vulnerabilities.

Silverlight Client Access Policy Identified

Netsparker detects the presence of the Silverlight Open Policy file (clientaccesspolicy.xml), which
allows other Silverlight client services to make HTTP requests to the target server. It could potentially
be used for accessing one time tokens and CSRF nonces to bypass CSRF restrictions.

Web Backdoor

Netsparker detects the presence of web backdoors on the target web server. This may indicate that
the web server has been successfully attacked on a previous occasion.

Redirect Response BODY Is Too Large

Netsparker detects HTTP redirect responses that also contain body content. This generally indicates
that, after redirection, the server did not abort generation of the redirecting page in the intended
manner. This can lead to authentication bypass if the redirection mechanism is being used to restrict
access to a private page that requires authentication.

Redirect Response BODY Has Two Responses

Netsparker detects HTTP redirects that include two responses. This generally indicates that, after
redirection, the server did not abort generation of the redirecting page in the intended manner. This
can lead to authentication bypass if the redirection mechanism is being used to restrict access to a
private page that requires authentication.

Vulnerability Database

When Netsparker detects version disclosure in a web application or infrastructure component, it
uses the disclosed version information to reference an embedded database of known vulnerabilities,
to identify all security vulnerabilities that were known to be present in the identified version. This
provides a rich insight into the vulnerabilities present in supported web applications, including
known vulnerabilities that cannot ordinarily be detected or confirmed by automated scanning.

Netsparker’s vulnerability database is maintained and developed on an ongoing basis. The
applications currently represented in the database include Apache, Tomcat, SQL Server and MySQL.

Weak Credentials

Netsparker detects the use of weak usernames and passwords to access web resources. Depending
on the nature of the password-protected resource, an attacker might exploit this to access the
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contents of the resource or to access password protected administrative mechanisms, potentially
allowing full control of the application.

Frame Injection

Netsparker detects the use of Frame Injection on a web page. Frame Injection occurs when a frame
on a vulnerable web page displays another web page via a user controllable input. An attacker might
exploit this vulnerability to redirect users to other malicious web sites which are used for phishing
and similar attacks.

Default Page Identified
Netsparker detects the presence of the default installation page on Apache, IIS 6, IS 7 and several
other systems. This issue is reported for information only.

XSS Protection Disabled

Netsparker detects if a web application issues an HTTP request that disables Internet Explorer’s built-
in XSS Protection feature.

Open Redirection

Netsparker detects if a web page is being redirected to another web page via a user controllable
input. An attacker might exploit this vulnerability to redirect users to other malicious web sites which
are used for phishing and similar attacks.

MySQL Username Disclosure
Netsparker detects if an application error message contains a MySQL user name. This information
might be used as part of an attack on the database server.

Expression Language Injection
Netsparker detects if input data is evaluated by an expression language interpreter. This might be
exploited by an attacker to gain the control of the underlying system.

Ruby on Rails Remote Code Execution
Netsparker checks if remote code execution occurs in the XML or JSON request processor of the Ruby
on Rails application framework.

WebDAYV Security Checks

Netsparker checks if it is possible to add / change content of the website via WebDAV extension and
it leads to a code execution for specific file extensions.

Web App Fingerprinting

Netsparker identifies if the application is a well-known of-the-shelf product that includes known
vulnerabilities. Netsparker can detect web applications such as WordPress, Joomla!, Drupal,
MediaWiki, phpBB.
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GWT Scanning Support

Netsparker can crawl and scan web applications built on the GWT (Google Web Toolkit) platform.
Netsparker detects GWT RPC requests and attacks for all types of vulnerabilities, including Cross-Site
Scripting and SQL Injection. You can view GWT RPC requests' details in knowledge base section.

Installing Netsparker

System Requirements

Microsoft Windows XP Professional Edition Service Pack 3 or Windows Server 2003 Service
Pack 2 or higher (Microsoft Windows 7 x64 recommended)

e  Microsoft Internet Explorer 7 or higher (Internet Explorer 9 recommended)

e Microsoft .NET Framework 4.0 runtime

e 1Ghz Pentium processor or higher (Intel i7 1.6GHz or higher recommended)

e 1GB of available RAM (minimum) (4GB recommended)

e 100 MB of HDD space for installation and an additional 100 MB for scanning, with up to 4.2
GB required per scan, depending on target application size

e CD or DVD drive is not required

Installation Instructions

Please ensure that you have the latest service packs and Windows updates on your computer.

Download the latest version of Netsparker from the download location provided, and save the setup
file to your computer. When the download is complete, run NetsparkerSetup.exe to start the
installation wizard.

Netsparker Setup e e

License Agreement
Please review the license terms before instaling Netsparker.

Press Page Down to see the rest of the agreement.

End User License Agreement (EULA)

Please read carefully:

'This EULA is a legal Agreement between Mavituna Security
Limited. {MSL) and you (either as an individual or as
another legal entity). This Agreement covers all software,
data, documentation, written materials, files and

If you accept the terms of the agreement, dick T Agree to continue. You must accept the
agreement to install Netsparker.

Figure 8: Installer Window

The first page of the wizard is the License Agreement. Review the License Agreement and click ]j

Agree to continue.

«( Chapter: Installing Netsparker



Netsparker Setup will then provide a default installation folder; if you need to change the destination

load the main user interface.

[M] Netsparker : Licence Required x

Sarry but your licence is invalid or expired.
If you have a licence you can click "Load Licence File" button now and
choose the licence file.

If you don't have a valid licence then you can buy Netsparker to continue

using it.

| Load Licence File .. \ ‘ Buy Mow | Help | ‘ Close

Figure 9: License Question Window

Updating and Automatic Updates

Netsparker can automatically update itself over the Internet when a newer version is available. If you

Che -

Online Help

Q Request a Feature
@ CheckforUpdates  Ctrl+U
@ About

Figure 10: Check for Updates Menu

When automatic updates are enabled, Netsparker connects to the update server to check for
available updates once a day. When an update is available, Netsparker will prompt you to confirm

menu.
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Getting Started

Starting a new scan

Vulnerability m HTTP Request / Response

Aypgeaugng #

Figure 11: Start a New Scan Button

section

Start New Scan = |

Target Address

http://www.example.com + | | Brofiles (Previous Settin... |«

(~) Options

| startscan |-|| Cancel |

Figure 12: Start New Scan

The scan time will vary depending on the size of the scanned web application, the performance of
the server on which it is running, and also the selected scan profile. During the scan, you can find

detailed information about the scan progress on the Dashboard , which allows you to track issues

Scan Modes
Netsparker 1.5.0.0 introduces new scan modes. These new scan modes will help you to control the
scan in a more granular way:

In total there are 4 scan modes:

e Normal Scan
This is the classic scan mode. Netsparker will start to crawl the target web application, will
find new links, and attack all identified pages without waiting.
o Automatically find and follow new links




o Do not wait after crawling phase
Crawl & Wait
This is very similar to the Normal Scan mode however, after the crawling phase, Netsparker
will pause. This is useful if you want to exclude any identified pages from the scan before
attacking.

o Automatically find and follow new links

o Wait after crawling phase

Manual Crawl (Proxy Mode)
This mode is useful if you need to test only certain files or if Netsparker can't be configured
to access certain pages. Refer to the Manual Crawl| (Proxy Mode) chapter for more

information about this mode.
o Do not Automatically find and follow new links
o Wait after crawling phase
o Start internal proxy automatically

Scan Imported Links Only
If you only want to test certain parts of the application you can either manually enter these
URLs and HTTP Requests to test, or import them from a proxy log file. When you choose the
Scan Imported Links Only scan mode, Netsparker will not find new links and will not try to
access the rest of the application. It will only attack the requests / links you have imported.
o Do not Automatically find and follow new links
o Do not Wait after crawling phase
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Import / Enter Links and HTTP Requests

If you need to feed Netsparker with custom Links or HTTP Requests you can do this by importing
Proxy logs or manually entering URLs and HTTP Requests from the user interface.

This is especially useful if you want to:

e Add a directory to the scan which is not possible to find unless the user gives it to Netsparker
(i.e. http://example.com/hidden-admin-directory-3344/)

e Add a new parameter in a URL to test, where the parameter is not linked from anywhere

e |f the application is using a third party component such as Flash, Java Applet, or ActiveX then
you can capture their request via a Proxy and import and feed Netsparker's crawler with
them

Also you can use Netsparker's Proxy feature and Manual Crawl features to accomplish the same task
in a different way, please refer to Manual Crawl (Proxy Mode).

r Start a New Scan [&J

Target URL

.//testl 2 netsparker.com:60002/testsite-windows/| * | Profiles (Previous Settin... | - |
.E Import HTTP Requests/Links...

{~) Options

E1  Enter HTTP Requests/Links...
Crawl and Wart | - | | Cancel

Figure 13: Importing HTTP Requests or Links

You can choose multiple files to import. Don't worry about the file type or extension as Netsparker will
automatically identify the file type if it's a known file format.

You can import:

e Complete URLs starting with http(s)

o Atxt file with list of URLs that you want to test, each separated by a newline
e Proxy Logs

o Fiddler SAZ files

o Burp XML Logs

o Paros Logs

o WebScarab Logs
e List of HTTP Requests

o Any file that includes a list of HTTP Requests

If you only want to add specific pages to the scan, you can enter links from the Enter HTTP Requests
/ Links interface.
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i B
Add HTTP Requests / Links [E=EER
Enter HTTP Requests or Links
/hidden-admin-panel/
/debug.asp
1 Import || | Cancel
4
e o

Figure 14: Adding HTTP Requests or Links

You can enter:

e Complete URLs starting with http(s)

o Atxt file with list of URLs, each separated with newline that you want to test
e Relative URLs starting with "/"

o Atxtfile with list of URLs that you want to test, each separated by a newline

Import Scope

During the import, Netsparker will follow the scan scope rules including Inclusion and Exclusion and
Regular Expressions. For example if you import a Proxy log which includes Google and example.com
traffic, and if you are scanning example.com then Netsparker will only import requests going to
example.com and will not use requests from other domains.

Importing is possible during the crawl phase by right-clicking the Site Map or while starting a new
scan from the Start New Scan window.

i php.testsparker.com - Metsparker 2.0.4.290 ( Mavituna Security Limited - 1 Seat )

File View Reporting 5Settings Community Help -

i (7 Start New Scan | (¥) Resurne (1) (=) Stop | (M) | E Impert Links= - | [ Impert... [H Export... -
Vulnerability Q Impert Links / HTTP Requests...
4 |‘§ php.testsparker.com:a0 | ; i 1 Enter Links / HTTP Requests... o

4 m crossdomain.xml

Figure 15: Importing Links into the Site Map

Netsparker Ltd. © 2009-2015, all rights reserved.
www.netsparker.com
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Customizing Scan Settings

Scan Settings Tab
In this tab, you can choose the issues the scanned web application will be tested against by selecting
a scan policy. You can also select authentication types, enter custom cookies and crawling options.

Start 2 New Scan =
Target URL
hitpi// + | Full Scan =
() Options
- T —
Scan Policy
All Security Checks
Authentication
Form Authentication
NTLM, Basic or Digest Authentication
] Client Certificate Authentication
Custom Cookies
Crawling

| Find and Follow New Links [ Enable Crawl & Attack at the Same Time Pause Scan After Crawling

Start Scan ‘- I Cancel

Figure 16: Scan Settings Tab

Scan Policy
A scan policy in Netsparker defines which security tests will be performed on the target web site.
Netsparker ships with some built-in policies but it is possible to create new scan policies by using

The first list on Scan Policy Editor dialog lists all the scan policies. The rows with grey background

denotes built-in scan policies which cannot be modified or deleted. You can create new policies
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Scan Policy Editor - All Security Checks =8| X
New 2 Clone
[ ] Policy Name T General settings
All Security Checks Performs all security te...
’ Performs all security tesi Netsparker is capable Wait Resource Finder  False
All Security Checks (MS SQL) Knowledge Base True
i - . R Parsers
Performs all security tests that 0 QL
All Security Checks (MySQL) e True
T e ———— A o Analyze JS / AJAX True
erforms all security tes or MySQL
All Security Checks (Oracle)
Performs all security arker is capable (optimized for Oracle, Description
All Security Checks (PostgreSQL) The description of this scan policy.
Performs all security tes tsparker is capable (optimized for PostgreSQL
Passive Security Checks
Test Groups Tests
SQL Injection | @] Double Encoded (Generic) -
¥ 5QL Injection (Boolean) ] MSFTW Error Trigger Integer (Generic)
¥ 5QL Injection (Blind) ] MSFTW Error Trigger String (Generic)
™| Cross-site Scripting ] Open Error - Integer (M55QL)
¥| Command Injection ] Open Error - String (MS5QL)
¥ Command Injection (Blind) V] Convert - Integer (MSSQL)
V| Local File Inclusion V] Convert - String (MSSQL)
¥| Remote File Inclusion V] Convert - String - Like (MS5QL)
¥| Remote Code Evaluation ] Mew Integer (MySQL)
¥| HTTP Header Injection 8 | [¥] String (My5QL)
Detects if an attacker can execute commands at OS level via J string Dauble Quates (MySQL)
the application. ] Open (MysQL)
V] Integer - Open Error Generator (MySQL)
V] String - Open Error Generator (MySQL)
¥ Mon PHP Systems Simple Bypass (MySQL) =
ok || Cancel

Figure 17: Scan Policy Editor

You can set custom cookies. These cookies will be sent with every request and cannot be expired by
the server responses.

Custom Cockies

Userlnfo=admin=trug; Userlnfo=editor=false E

Figure 18: Custom Cookies

You can easily add a cookie in this format: CookieName=Value or add multiple cookies in the form
CookieNamel=Valuel; CookieName2=Value2

To adjust the crawling process to suit your scenario, Netsparker offers two configuration options:

e Find and Follow New Links: Enabled by default, this option instructs Netsparker to parse
every retrieved page and extract all contained links, subsequently visiting the target pages if
they fall within defined scan scope. This discovery process may be disabled when, for
example, using proxy mode, if the intention is to test only a specific part of a web
application.

e Enable Crawl and Attack at the Same Time: Starting with v2.0, Netsparker added the
capability to start attacking its target address list even while crawling is still in progress.
Disabling this option causes Netsparker to execute crawling and attacking sequentially, as in
previous versions.
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e Pause Scan After Crawling: This option is used to crawl the application without attacking.
Crawl Only mode will not identify issues requiring active attacking such as SQL Injection and
Cross-site Scripting. This mode is useful if you simply want to assess security best practices
passively. Crawl Only mode reports issues such as “Autocomplete is enabled”, “Password
Transmitted over HTTP” and “Cookies are not Marked as Secure”.

Scope Settings Tab
Scan scope defines which part of the application Netsparker is allowed to crawl and attack.
[H stert s Mew Scan =
Target URL

() Optiens

S
& Scan Settings (e RRL e
Scope
Entered Path and Below

It will scan any directory above the supplied path. If you enter httpi//example.com/testarea/ it will not scan the following URLs:
- http://example.com/email/
- http://example.com/test.asp

Exclude URLs

> (loglsign)\-T(out|off)
ext
endsession

#*

T Include & Exclude

‘ Crawl and Wait | i ‘ | Cancel

Figure 19: Scope Settings Tab

The scan scope can be chosen from three different options:

Scan requests and attacks are only made to the target path, and URLs under that path.
For example if the entered URL was https://example.com/testfolder/
The following will be tested:

e https://example.com/testfolder/test.php

e https://example.com/testfolder/test/modify.php
e https://example.com/testfolder/test/

e https://example.com/testfolder/test/

e http://example.com/testfolder/test/

The following will not be tested:
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e https://example.com/test.php
URL is not under the given target

e https://test.example.com
Different domain or subdomain

Scan requests and attacks are only made to the target link and no external links are followed. This
function is quite useful if you want to test only one page and all parameters in that page without
testing the whole web application.

If you enter http://example.com/test , http://example.com/testx will be tested as well. This scope includes all
URLs that start with the given target URL.

For example, if the entered URL was https://example.com/testfolder/test.php
The following will be tested:

e https://example.com/testfolder/test.php
e https://example.com/testfolder/test/test.php?id=1

The following will not be tested:

e https://example.com/testfolder/register.php
URL does not start with the given target

e http://example.com/testfolder/test.php
Protocol is different (target URL was https)

e  http://example.com/test.php
URL does not start with the given target

e http://test.example.com
Different domain or subdomain

The target URL is taken as the start point and all the URLs beginning with the same hostname are
scanned.

For example if the entered URL was https://example.com/testfolder/test.php
The following will be tested:

e https://example.com/index.php
e http://example.com/register/
e https://example.com/testfolder/test.php
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e http://example.com/testfolder/test/test.php?id=1
The following will not be tested:

e http://test.example.com
Different domain or subdomain

Netsparker can limit requests according to criteria determined by you. This will allow you to test
only some parts of the target application, or exclude some parts of the application from the test.

To see how this mechanism works, consider the following example:

make requests to links including the text “logout” while scanning your application.

Netsparker will only look for the name in the URL not in the Link’s name or the title. If the Logout page’s name
is sessionend.php you need to use “sessionend” instead of the text in the link such as “Logout”.

Netsparker will only make requests to links including the text “test”.

This field allows you to enter RegEx rules. For example if you want to exclude logout.php and

(logout\.php|/nottotest)

Creating and Using Custom Scan Profiles
The combination of configuration settings that governs the execution of a scan is known as a scan
profile. Netsparker’s default installation comes with a number of pre-defined scan profiles, which are

IR start 2 New Scan [ 5= ]

Target URL

hittp:// + <[ | Profiles (Full scan) [+

[H Save As New Profile...

Full Scan

Full Scan - SQL Server
Full Scan - MySQL
Extensive Scan - Oracle

Fast - Mo JavaScript

Figure 20: Select a Scan Profile

To populate your scan settings from one of the pre-defined profiles, just select it from the list.
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When you save a custom profile, you will prompted to choose a name and to optionally set a number
of options that determine which aspects of the loaded scan settings will be saved.

Save As New Profile ==l

Profile Mame

My Profile]

Optional Settings

Save URL and Imported Links

Save | ‘ Cancel

Figure 21: Save a Custom Scan Profile

Analyzing Vulnerabilities

When Netsparker detects a new issue as a result of a scan, you can access the details of this issue

from the issues]and Sitemap] panels. There is no need to wait for completion of the scan to

examine the issues.

s @ Remote Code Evaluation (ASP) Group Issues by
> @ Command Injection
> B Cross-site Scripting 2 Vulnerability Type

> [ Local File Inclusion

> [A Open Silverlight Client Access Policy Identified
> [ Open Policy Crossdomain.xml Identified

"1l Caokie Mot Marked As HttpOnly

1 Internal Server Error ) URL

) Severity

) Confirmation

U1 Programming Error Message

11 ASP.NET Version Disclosure

1l ViewState is not Encrypted

11 ASP.NET Stack Trace Disclosure

> @ Robots.tx Identified

> @ Forbidden Resource

> @ IS Version Disclosure

. @ Sitemap Identified

> @ E-mail Address Disclosure

s 6 [Possible] Internal Path Leakage (Windows)

‘&Issues E. Encoder !Logs [{1)]

Figure 22: Issues Panel

>
>
>
>
>
>

In the issues] panel, issues are listed in groups according to 4 different properties.
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SQL Injection CONFIRMED [(1)]

http://aspnet. testsparker.com/artist. aspx?name=(select convert(int, CHAR(95)+CHAR(33)+CHAR(64)+CHAR(50)+CHAR(100)+CHAR(105)

+CHAR(108)+CHAR(101)+CHAR(109)+CHAR(109)+CHAR({97)) FROM syscolumns)

EXTRACTED microsoft sql server 2005 - 9.00.5000.00 (intel x86) <br> dec 10 2010 10:56:29 <br> copyright (c) 1988-2005 microsoft corporation<br>
DATA express edition on windows nt 5.2 (build 3790: service pack 2)<br>

PARAMETER S
NAME

PARAMETER
TYPE

ATTACK (select convert(int,CHAR(95)+CHAR(33)+CHAR(64)+CHAR(50)+CHAR(100)+CHAR(105)+CHAR(108)+CHAR(101)+CHAR(109)+CHAR(109)
PATTERN +CHAR(97)) FROM syscolumns)

URL

Querystring

YULNERABILITY DETAILS /5 CLASSIFICATION

SQL Injection occurs when data input for example by a user is interpreted as a SQL command rather than normal data by the PCl 2.0 6.5.1

backend database. This is an extremely common vulnerability and its successful exploitation can have critical implications.

Netsparker confirmed the vulnerability by executing a test SQL Query on the back-end database. PClI1.2 6.5.2

IMPACT o
CWE 89

Depending on the backend database, the database connection settings and the operating system, an attacker can mount one

or more of the following type of attacks successfully: CAPEC 66

Figure 23: Sample Issue Details

After you choose the Issue Details that you want to see from the Sitema p§ or §Issues] list, you can see

the page including the issue from the Browser View tab, and at the same time you can see HTTP

requests and responses from the HTTP Request / Responsei tab.

Vulnerzbility WA HITP Request/ Response

Server Errorin /' Application.

Conversion failed when converting the varchar value '_I@2dilemma’ to data type int.
Description: An unhandled exception occurred during the execution of the current web request. Please review the stack trace for more information about the error and where it originated in the code.
Exception Details: System Dsta SqiClient SqlException: Conversion failed when converting the varchar value ' '@2dilemma’ to data type it

Source Error:

m

Line 86:

Line &7:

Line 88: while (DR.Read())

Line §9:

Line 90: String actorid = firstname = "N/A", lastname = "N/A”, lastupdate = "0000-00-00 00:00:00";

Source File: cinetpub\wwwiootiipp_Code\DBULIIty.cs  Line: &5

Stack Trace:

[SqlException (0x80131904): Conversion failed when converting the varchar value '_!@2dilemma’ to data type int.]

System. Data. Sq1Client. SqlConnection. OnError (SqlException exception, Boolean breakConnection) +1950954

Systen. Data. Sq1CTient. SqlInternalConnection.OnError (Sq1Exception exception, Boolean breakConnection) +4846939

Systen. Data. Sq1Client. TdsParser. ThrowExceptionAndWarning(TdsParserStateObject stateObj) +194

Systenm. Data. Sq1CTient. TdsParser. Run(RunBehavior runBehavior, SqlCommand emdHandler, SqlDataReader dataStream, BulkCopySimpleResultSet bulkCopyHandler, TdsPa

Systen. Data. Sq1Client. SqlDataReader. HasMoreRows () +157

Systen. Data. Sq1CTient. SqlDataReader. ReadInternal (Boolean setTimeout) +197 -
< . r

Figure 24: Browser View

[ Vainerabitty | Eronser View [T RRSGYS—
Find: = | &Eravlous &ﬂext | 5 match(es) found. -
Request
1 GET /artist.aspx?name=(selecti20convert (int32cCHAR (95)32bCHAR (33) $2bCHAR (64) $2bCHAR (50) $2bCHAR (100) $2bCHAR (105) $2bCHAR »
2 Referer: http://aspnet.testsparker.com/process,aspx?file=Generics/index.aspx |:|
3 Leccept: text/uml,application/xml, application/xhtml+xml, text/html q=0.9, text/plain;g=0.8, image/png, */*;g=0.5% =
< I ] ’

Response (199 ms.)
1z "
1 <html>
<head> @
1 <title>Conversion failed when converting the varchar value " to data type int.</title> B
1 <style>
17 body {font-family:"Verdana":font-weight:normal;font-size: .7em;color:black;}
1 p {font-family:"Verdana™;font-weight:normal;color:black;margin-top: -5px}
13 b {font-family:"Verdana";font-weight:bold;color:black;margin-top: -Spx}
2 Hl { font-family:"Verdana™;font-weight:normal;font-3ize:18pt;color:red }
21 HZ { font-family:"Verdana";font-weight:normal;font-size:14pt;colorimaroon }

pre {font-family:"Lucida Console";font-size: .%em}

2 .marker {font-weight: bold; color: black;text-decoration: none;} i
5 vrmmmiam fmalmwe emaired = ;

Figure 25: HTTP Request / Response View
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Controlled Scan and Retest

Controlled Scan and Retest allows you to test a vulnerability during or after the
scan. This flexibility gives you additional scope for the scanning and reporting of
vulnerabilities in an application.

Controlled Scan is a simple attack method that can be used to scan a link with
selected parameters and engines. It is useful when crawling a web application or
imported links. It can also be used as an alternative to type-and-go scanning,
since it allows Netsparker to work as a proxy and attack links in a controlled
manner.

and select the parameters and security tests to use while scanning. Pressing the

Scan] button will carry out the required web requests and complete that

controlled scan.

Choose Parameters to Scan

GET
name

Choose Security Tests

Blind Command Injection
Blind SQL Injection
Boolean SQL Injection
Command Injection
Cross-site Scripting
Expression Language Injecti...
HTTP Header Injection
Local File Inclusion

Open Redirection
Remote Code Evaluation
Remote File Inclusion
SQL Injection

Scan

A Retest is an easy way of scanning a vulnerability to check if it is fixed. When Netsparker identifies a

pereeerarannnns

vulnerability, the iRetest] button is activated, allowing you to repeat the scan on the vulnerability

with the same parameters and engines. Retesting a vulnerability informs you of the test results, so

you can be sure that the vulnerability is fixed.

Note: A full scan is always recommended even if you use the Retest feature to confirm that

vulnerabilities are fixed. This is because you may have implemented new vulnerabilities within the

application.

RIS Erouse: View | §

7 Controlled Scan & Retest

Figure 26: Launching a Controlled Scan
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Using Netsparker

Scan Summary Dashboard

During scanning Netsparker presents a real-time view of its activity and status in the iScan Summary

Dashboard]. From this interface, you may also modify certain key scan settings, with your changes

having an immediate effect on the scan session in progress.

[ sspret testsparker.com - Netsparker 204.230 { Mavituna Security Limited - 1 Seat )

File View Reporting Settings Community Help -

i (73 Start ew Scan | (3) Resume (1 () Stop o | i
@
@ spnetiesparte com) . aspnet.testsparker.com -
[ sitemapami ] - = Z
|E| CRITICAL (2) Concurrent Connections: 18 Settings 2

@ IS Version Disclosure

@ Sitemap Identified Custom Cookies

[ crossdomainaml

[R1 Open Policy Crossdomainxml Id
[ clientaccesspolicyxml

[ Open Silverlight Client Access Pc
[ robotett

@ Robots.tat Identified
[ process.aspx

[ ASP.NET Version Disclosure

= ile

@ E-mail Address Disclosure

Scan Information
Current Speed: 4,3 reqsec
Average Speed: 121 reg/sec
Total Requests : 1624
Failed Requests :

@ o

IMPORTANT (4) o

MEDIUM (2)

INFORMATION (11)

» [l Local File Inclusion

Activity

Attacking (L8)
% tprocess.aspaifie=Generics/index.aspx
% thelio.aspxaname=Visitor
{F sprocess.aspxtfie=Genericsi2findex.aspx
7 /hello.aspxzname=Visitor
% Ihello.aspxaname=Visitar

> [R9 Open Silverlight Client Access Policy Identified

> [Rl Open Policy Crossdomain.sami Identified
» [ Cookie Not Marked As HitpQnly

» [ internal Server Errar
» [ Programming Errer Message
» [ ASP.NET Version Disclasure

12,05
108,85
98,95
78,45
78,75

Local File Inclusion

Cross-site Script...

Local File Inclusion

Local File Inclusion

Cross-site Script...

[ Local File Inclusion = 7 snslookup.aspx 72,35 LocalFile Inclusion  ~ | [¥] Remote Code Evaluation hd
3 -3
Scan Paused » @ Remote Code Evaluation (ASP) + | Grouplssues by
B ] » @ Command Injection
. & Vulnerability Type
1330/ 2484 » [A Cross-site Scripting ity Typ

' Choose Security Tests
SQL Injection -
Boolean SQL Injection

Blind SQL Injection

Cross-site Scripting

Command Injection

Blind Command Injection

Local File Inclusion
Remote File Inclusion

ol »

© Severity
) Confirmation

© URL

HEAD Requests: 80 > |7 ViewState is not Encrypted 2

Elapsed Time: 00:02:14 .
P L ATroY E Encoder B Logs (13)

Scan Paused &% Prowy: System([None] | .

Figure 27: Netsparker’s Scan Dashboard

The Scan Summary Dashboard; provides at-a-glance feedback about the active scanning session. The

bar at the left provides a graphical summary of the issues detected thus far, classified according to
their severity. The activity pane in the center reports the last completed activity on each of
Netsparker’s open HTTP connections. Connections are organized into two groups (crawling and
attacking) and, for each connection, Netsparker reports the target URL and the time since the last
request was issued. For attacking connections, Netsparker also identifies the security check type
used to perform the attack.

During a scan, you may also use the {Scan Summary Dashboarda to modify some of the key settings

that you specified when launching the scan session:

e Concurrent Connections:{ The number of concurrent connections that Netsparker uses for

HTTP requests. The selected value is used to define the number of concurrent connections
kept by both crawling and attacking.
e Custom Cookies:; Name value pairs that represent user-defined cookies that will be added

to every HTTP request. You might use this feature, for example, to update an expired session
cookie.
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Include & Exclude

You can exclude certain parts of the target application from the scan during the crawl or attack.
When Netsparker identifies a new resource to attack, it will add it to the Site Map. From here, all you

changes. All URLs are included by default.

By default, after the crawl, Netsparker will not pause and will start attacking immediately. If you
know that you need to exclude some parts of the application before attack phase, start the scan in

) Site Map = | vulnerabiity HTTP Request/ Response

4 [ process.aspx
[ ASP.NET Version Disclosure
4 = il
@ E-mail Address Disclosure
[H9 Local File Inclusion
a = ile (_VIEWSTATE name)
[B_L sl File Tnclusion
@ @ Openin Browser
= M 33 CopyURL
=
= i
=
: ::ﬁ Exclude from Attack

= 7 (2 Exclude this Branch from Attack

Netsparker

There is no identified issue for the selected resourc

ScanPaused | [ Include this Branch in Attack Remote Code Evaluation (ASP)

I T Expond Al Command Injection
. Cross-site Scripting

1330/ 2484 @ | Collapse All

Local File Inclusion

Figure 28: Setting Individual Site Map URL Actions

Manual Crawl (Proxy Mode)

Manual crawl is generally useful if you need to scan only a part of the website.

e Start a new scan with the settings you want to use
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’ Start a New Scan =)
3
Target Address
hitp://testl2.netsparker.com + || Profiles (Previous settin.. |-
() Options

Security Tests

Static Tests HTTP Header Injection SQL Injection

Find Backup Files Local File Inclusion Cross-site Scripting

Blind SQL Injection Open Redirection
Boolean SQL Injection Remote Code Evaluation
[C] Cemmand Injection  [~| Remate File Inclusion

Scan Speed: 1

M | Pceee

Only Entered URL -
1t wilf scan only suppled URL and parameters in that page. If you enter http://example.com/test.asp it wil scan only URLs starts
with http://example.com/test.asp and wil not scan the folowing LRLs:

- http: /fexample, com femail/
- http: ffexample. com femail.asp

Pause Scan After Crawling

StartScan o] Cancel

\, Start Scan ;

Crawl and Wait

| Manual Crawl (Proxy Mode)

Scan Imported Links Only {0 Imported)

@  Schedule Scan

Figure 29: Launching Proxy Mode

The scan will start but Netsparker will pause the scan after requesting the starting URL and will not
crawl other links. You'll notice that in the toolbar, the Proxy is already started.

i (7} Start New Scan Schedule Scan Resume (i Stop | (i ~ | | Listening: localhost:8080, ~
i P H 9 |

Figure 30: Confirmation of Proxy Mode Operation

If your web application requires NTLM, Basic, Kerberos or Digest Authentication, it must be configured (from

Now, open your browser and configure your browser's proxy to Netsparker's proxy.
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Sample Proxy Settings in Firefox

Options

—

=)

General Tabs  Content

0=&% @ @ &

Applications  Privacy  Security

Advanced

General | Network | UpdatelEncryphonl

Connection

Cenfigure how Firefox connects to the Intemnet

Connection Settings
Configure Proxies to Access the Intemet
©) No progy
() Auto-detect proxy settings for this network
Use system proxy settings
Manual proxy configuration:
HTTP Progy:  localhost ot 80aq)s
Use this proxy server for all protacols
S5LProxy: [localhost | Port: | aos0f L |
ETP Proxy: | localhost | P | sos0f
Gopher Proxy: | localhost | Port: | =080
- SOCKS Host: [ localhost | Pt | sos0f
SOCKSvé @ SOCKSy5
Mo Proxy for:
Example: .mozilla.org, .net.nz, 192.168.1.0/24
) Automatic proxy configuration URL:
‘ ‘ Reload |
[ ok [ cancel | [ mep |

Figure 31: Configuring Firefox to Use a Proxy

Sample Proxy Settings in Internet Explorer

Internet Options ‘.@ = ‘

| General | security | Privacy | Content | Connections | programs | Advanced|

Tosetup an Internet connection, ick

Setup.

Dial-up and Virtual Private Network settings

Add...

[ remove.. |
Choose Settings if you need to configure a proxy ‘W‘
server for a connection. S
@ Never dial a connection
Dial whenever a network connection is not present
Always dial my default connection
Current None [ setdefaur |

Local Area Network (LAN) settings

L Sestngs do o apply 1o - connections.

Choose Settings above for dial-up settings.

-
Local Area Network (LAN) Settings =

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[] Automatically detect settings | =4
Use automatic configuration script

Proxy server

(7)< @ proxy server for your LAN (These settings will not apely to
dial-up or VPN connections).

Address:  localhost Port: 8080

Bypass proxy server for local addresses

o0 [ oo

Figure 32: Configuring Internet Explorer to Use a Proxy
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Now all you need to do is browse the target application from your web browser, as soon as you visit
new URLs you'll see that the Sitemap in Netsparker will start to show those new URLs.

4 IZ;.:jl aspnet.testsparker.com:80
. [& sitemapaxml

ey /

. [& process.aspx
[I': ASP.NET Version Disclosure

. [& crossdomain.xml
. [& clientaccesspolicyxml
. [ robots.bt

Figure 33: Original Site Map View

After visiting the following URL from the browser: http://test12.netsparker.com:60001/XSS-Basic/
Netsparker will get that URL and show it in the sitemap.

This is the new sitemap view:

4 IZ;@I aspnet.testsparker.com:80
. [ sitemapaml

e/

. [& process.aspx
[I': ASP.MET Version Disclosure

3 Eb crossdemainaxml
3 E; clientaccesspolicy.xml
- | ¢4 robots.bd

. [& products.aspx

Figure 34: Slte Map View After Browsing in Proxy Mode

In Manual Crawl (Proxy Mode) Netsparker will not find and crawl new links. This includes parameters pointing
to the same page. For example if you visit test.php, Netsparker won't attack "test.php?id=1" unless you visit
"test.php?id=1" as well.

Netsparker will only get links and parameters from the proxy. If you want Netsparker to crawl further, use
Crawl & Wait mode and start the proxy from the toolbar.

button from the toolbar and Netsparker will start the attacking phase and report vulnerabilities.

If you want to exclude some of the crawled links from the scan, you can right click them on the
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) Site Map =PRSS | Vulnerability

4 ';g} aspnet.testsparker.com:80 '?/ Controllec
» [& sitemapaml
=1
. & process.aspx
[ ASP.NET Ver! @ Openin Browser
> |_—G crossdomain 23 Copy URL
> |_—G clientaccessp
. [ robotsiodt 7 Controlled Scan 7

. [& products.asp
- [& artist.aspx

[& nslockup.asp
. hello.asp .E’ Exclude this Branch from Attack

Nate

Exclude from Attack

» [& hello.aspx
== Include this Branch in Attack
El  Expand All
Scan Paused [ Collapse All

Figure 35: Excluding a URL From Attack

Final Notes About Manual Crawl

Cookies originating from the proxy request will override cookies originating from Netsparker.
For example, if you login to the application from your web browser, Netsparker will use that
session and will see pages as you see them.

The Manual crawl will not crawl new links and parameters automatically (use Crawl/ & Wait
for this)

You can't use a Proxy during the Attack phase, a proxy can only be used during the Crawl
phase

If you are testing "localhost" ensure that localhost is not in the "bypass proxy list" of your
browser

While you browse pages from your web browser, Crawler will do the very same request and
will report passively identifiable vulnerabilities such as "Programming Error Messages" and
"Version Disclosure"

Scheduling

Thanks to scheduling support, you can make your Netsparker scans run with daily, weekly or

monthly intervals, and have the results saved to the given folder after the scan is complete.

Scan Profile and Schedule Settings
First thing to do is create a profile to specify the settings scans will use while running.
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[B Schedule a New Scan =
Target URL
hittps//aspnet testsparker.com/ + - | Profiles (Previous Settin... ||
(+) Options
5 Scan Settings £ Advanced Settings
Security Tests
Static Tests [[] Blind SQL Injection Local File Inclusion Open Redirection
7] Find Backup Files Cross-site Scripting Remote File Inclusion Expression Language Injection
SQL Injection Command Injection Remote Code Evaluation

Boolean SQL Injection [ Blind Command Injection 7] HTTP Header Injection

Concurrent Connections: 18

Scope
Entered Path and Below

It will scan any directory above the supplied path. If you enter http://example.com/testarea/ it will not scan the following
URLs:

- https//example.com/email/

- http://example.com/test.asp

[C] Pause Scan After Crawling

| schedutescan | | pGancel

Figure 36: Schedule a New Scan Window

r

After the profile is set, you should specify the Scheduling settings by clicking the {Schedule Scan:

N

button. After this button is clicked, the Schedule Scan{ window will open.

Schedule a Scan =
Scheduled Task Name
Schedule
Run as User Password
PC\Adrministrator [rreemmsremaes
Recurrence
Runscanon |20.01.2012 - at [1619:57
and repeat | never. Sean will run ONE TIME. -
Reporting
After scan, export report using  Detailed Scan Report -
andsaveitto | CAUsers\OnurDocuments\NetsparkenScans\Scan Report (Sedate:s -
Use %date% or %tine% to as replacement for aurrent scan date and time.
| Save | [ cancel

Figure 37: Schedule Settings

In the above window, the following settings should be modified:

) {éé'ﬂé&ﬁié’&"ﬂ;i{'i\'is}{{é! Name of task to be scheduled
[ ]
[ ]

o Runscanon / at:i Start date and time of the scan.
O
Recurrence
Runscanon 20.01.2012 - | at |16:19:57 :
and repeat  never, Scan will run ONE TIME. -

never. Scan will run ONE TIME.

on a DALY basis.

on a WEEKLY basis.
on a MONTHLY basis.

Figure 38: Scan Recurrence Settings
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° ErReporting: Reporting settings
Reporting

V| After scan, export report using Detailed Scan Report -

and saveitto  C\Users\Onur\Documents\Netsparker\Scans\Scan Report (%edate®s -

Lise %dlate s or %bme% fo as replscement for current scan date and ime.

Figure 39: Reporting Settings

Report path can include %date% or %time¥% variables in the file name. This will allow
you to run the same scan multiple times and have a separate report file for each. For

example you can use the following path:
C:\My Reports\Testsite-%date%-%time%.pdf

The filenames will be generated in the following format:
c:\My Reports\Testsite-05032009-125012.pdf

and saveitto | Ch\Users\Onur\Documents\Netsparker\Scans\Scan Report (Jodate®? -

Figure 40: Report Path

After the relevant settings are made and saved, at the specified time, the “Windows Task Scheduler”
will start the relevant scan task and save the result report into the specified folder when the scan is
complete. After the schedule has been saved, you can use “Windows Task Scheduler” to track the
scan task.

Reporting
Netsparker’s reporting features allow you to generate a range of standard reports as well as defining
report templates that support custom reporting.

Netsparker ships with four predefined report formats. Custom reports may be easily created by
defining new templates, based on the shipped report templates.

The shipped report templates currently include a Detailed Scan Report, vulnerability lists in CSV and

XML format and a scan Comparison Report.

Generating a Report
With a scan completed or in progress, a scan report may be generated by selecting the relevant

Reporting
Comparison Report
Detailed Scan Report
Vulnerabilities List (C5V)
Vulnerabilities List (XML)

Figure 41: The Reporting Menu
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The standard report templates that ship with Netsparker are as follows:

e Detailed Scan Report: A comprehensive statistical summary of the detected vulnerabilities,
together with detailed diagnostic information for each vulnerability. This report format is
human readable and is generated as HTML and, optionally, PDF output.

e Vulnerabilities List (CSV): A detailed tabulated presentation of the detected vulnerabilities
that may be analysed in Excel or another tool that supports CSV format.

e Vulnerabilities List (XML): A raw XML representation of the detected vulnerabilities that is
intended for conversion into other file formats or to be imported into other security tools.

e Comparison Report: A comparison between the current scan session and one or more
previously saved sessions. This report (which is also available in HTML and PDF formats)
shows the evolution of your application’s security status over a period of time, enabling you
to track progress in resolving issues and to detect new issues that have arisen (or returned)
since you started tracking your security status.

After selecting the required template for your report, you will be prompted to specify the location
and name of the generated output file and to select your preferred output options:

Export Report "Detailed Scan Report” ==

Report Path
[Civtesti6.netsparker.com.htm|
] Export As PDF (testl6.netsparker.com.pdf)

¥ Open Generated Report

b save Cancel

Figure 42: Report Output Options

Generation of the report takes a few seconds and, when complete, if you chose one of the HTML

Browser.

(©) Messparker Scan Bepert fer =
C O filey//Chenlbnetsparker.com 3 A

netsparker

NETSPARKER SCAN REPORT SUMMARY

Total
TARGET URL| http://testls. netsparker com:60013/Default.as. .. Fequcits 1
SCAM DATE 21/06/201 ideatif

g

REPORT DATE 24/05/201
SCAN DURATION 60: %

PROFILE Pre:
ENABLED St
ENGINES Tr

1

SCAN SETTINGS
- 0
3

VULNERABILITIES

Figure 43: Detailed Scan Report

The Comparison Report introduces one additional step in which you select one or more historic
Netsparker scan session files to compare with your current scan:
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rker.com.nss

(|

Selected Files

Figure 44: Select Session Files to Compare

Once generated, the report provides a graphical summary of the evolution of your security status, as
well as a detailed list that represents the union of all vulnerabilities detected in any of the compared

scan sessions.

VULNERABILITY COMPARISON

aspnet testsparker.com

/

Jatist.asax

Ihelo.asp

hella.aspx

Jprocass.aspesaffiess adGanerics/
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Jproducts. aspx/

Iproducts. asexi 2ns =532 Inetsp arker (EX0000EA]

rnets

web application security scar
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appon
122148

iz
123100

Paramster  Mathed  Vulnerability

R
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ASPNET Version Disclosure.
[Possibia] intamal Path Leakage (Windaws)
501 Injection
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[Possibia] Intamal Path Leakags (Windows)
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Crass-site Scripting
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Cross-ste Siptng

Cookie ot Marked A HetmOnly
Programming Error Message

Cross-ste Sciptng

Crass.sie Seriptng
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Crass-ste Scriptng

[Possibla] Parmanant Crozs-site Smipting
Forbidden Resource

Command Injection

[Possibia] intamal Path Leakage (Windows)
ViewState is not Enarypted

E-mail Address Disclosure.

1S Version Disclosure

Intemal Server Envor

ASPNET Stack Trace Disclosure

[Possibla] Intamal Path Laakags (Windows)
[Possible] Intemal Path Leakage (Windows)
[Possible] Internal Path Leakage (Windaws)
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Figure 45: Detailed Comparison of Vulnerability Evolution
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Custom Reporting

Netsparker allows you to define your own report templates. These may be used in generating custom
reports that suit your business needs, and for integration with other software applications. The
custom reporting tool employs Razor templating engine to run your C# code to generate reports.

How does it work?

At start-up, Netsparker scans for C# template files (*.cshtml) in the "Report Templates" directory,
which is located within the “Resources” sub-directory of the “Netsparker” data directory (by default
resides in current Windows user’s Documents/My Documents directory). Every identified file will be
visible in the "Reporting" menu as a custom report.

UL LR Settings Help -

! Comparison Report
Crawled URLs List {CSV)
Detailed Scan Report E
Knowledge Base Report
My Custom Report
OWASP Top Ten 2010 Report
PCl Compliance Report
Scanned URLs List (C5V)
Vulnerabilities List (C5V)
Vulnerabilities List (XML}

b

Figure 46: The Customized Reporting Menu

Scripting Language
Netsparker’s scripting language is C#, making it easy to make simple changes.

Here is a sample custom report code:

@using System

@using System.Ling

@using MSL.Common.Text;

@using MSL.Core.Configuration

@using MSL.Core.Data.Resources

@using MSL.Core.Entities.Vulnerability

@using MSL.Core.Process.Reporting;

@inherits HelperBaseTemplate<ReportTemplateData>

<?xml version="1.0" encoding="utf-8" ?>

<netsparker generated="@DateTime.Now.ToString()">
<target>

<url>@ReportingUtility.XmlShortEscape(Model.ScanProfile.Uri.AbsoluteUri)</url
>

<scantime>@Convert.ToInt32(ScanSettings.Instance.ElapsedTime.TotalSeconds)</s
cantime>
</target>
@{

// Sort vulnerabilities based on their severity, Type, confirmation and

certainty

var sortedVulns = from IVulnerabilityView v in Model.Vulnerabilities
orderby v.Severity descending, v.Order ascending, v.Type

ascending, v.IsConfirmed descending, v.Certainty descending
where v.Visibility != VulnerabilityVisibility.Hidden
select v;
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foreach (var vuln in sortedVulns)

{
if (vuln.Visibility != VulnerabilityVisibility.Hidden)
{

<vulnerability confirmed="@vuln.IsConfirmed.ToString()">
<url>@ReportingUtility.XmlShortEscape(vuln.AbsoluteUri)</url>
<type>@vuln.Type</type>
<severity>@vuln.Severity.ToString()</severity>
<certainty>@vuln.Certainty</certainty>

@if (!string.IsNullOrEmpty(vuln.AttackParameterName))
{

<vulnerableparametertype>@ReportingUtility.XmlShortEscape(vuln.AttackParamete
rTypeName)</vulnerableparametertype>

<vulnerableparameter>@ReportingUtility.XmlShortEscape(vuln.AttackParameterNam
e)</vulnerableparameter>

<vulnerableparametervalue>@ReportingUtility.XmlShortEscape(vuln.AttackParamet
erValue)</vulnerableparametervalue>

}

<rawrequest>@ReportingUtility.XmlEscapeCharacterData(vuln.GetRawRequest())</r
awrequest>

<rawresponse>@ReportingUtility.XmlEscapeCharacterData(vuln.GetFullResponse())
</rawresponse>
<extrainformation>
@foreach (var field in vuln.CustomFields)

{
<info
name="@field.Key">@ReportingUtility.XmlEscapeCharacterData(field.Value.HasMult
iplevValues ? string.Join(", ", field.Value.Values) : field.Value.Value)</info>

}

</extrainformation>

@if (vuln.Classification != null)

{

<classification>
<OWASP>@vuln.Classification.Owasp</OWASP>
<WASC>@vuln.Classification.Wasc</WASC>
<CWE>@vuln.Classification.Cwe</CWE>
<CAPEC>@vuln.Classification.Capec</CAPEC>
<PCI>@vuln.Classification.Pci</PCI>
<PCI2>@vuln.Classification.Pci2</PCI2>

</classification>

}

@if (vuln.VersionVulnerabilities.Any())
{
<knownvulnerabilities>
@foreach (var implied in vuln.VersionVulnerabilities)
{
<knownvulnerability>
<title>@implied.Title</title>
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<severity>@implied.Severity</severity>
</knownvulnerability>

}

</knownvulnerabilities>

</vulnerability>

}
}
}

</netsparker>
This will generate an XML file which includes:

o All vulnerabilities

e Vulnerable Parameter and type (GET/POST)
e Vulnerability Details

e Confirmation Status

e Extra exploitation data

e Scantime

e Vulnerability severity etc...

You can add more details into the reports, customize them, or filter your reports with custom
criteria.

Documentation
You can access an MSDN-style APl documentation under the "Help" menu of Netsparker.

Defining the extension of the report

generated report will use the extension from the custom report file name.
For example:

e "Vulnerabilities List (XML).xml.cshtml" - File extension will be "xml"
o "Vulnerabilities List as Web Page.html.cshtml" - File extension will be "html"

Testing Reports

You don't need to restart Netsparker every time you change the source code of your report. After
Netsparker adds it to the report menu once, all you need to do is run it again. If it fails to compile it'll
let you know with an error message.

Security
The Reporting engine runs with current user's privileges. So don't run the report unless you trust
the author of the report.
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Command Line Arguments

Netsparker may be launched from the command line and its runtime behaviour may be influenced by

passing command line parameter values that represent its configuration. This mode of operation can

be used for automating scan operations, including complex scan sequences that target many

domains.

Only a limited range of command line configuration options are supported, as detailed in the

following table. However, more complex configurations may be established using Netsparker’s scan
profiles, which may then be referenced using the /profile command line configuration parameter.

/a, /auto

Autopilot Mode

When this option is active (and when all other parameters are specified
correctly), Netsparker will attempt to execute the designated scan, generate a
report at the specified location, using the specified report template and then exit.

The autopilot option is most commonly used when Netsparker is invoked as part
of a batch process.

/p, /profile

Profile Name

This option specifies the name of a pre-defined scan profile that will be applied
during the scan. If no profile is specified, the default profile will be used.

Profiles provide a powerful and convenient mechanism to pass complex sets of
scan configuration data during command line execution. For example, a profile
allows the following scan settings to be defined within Netsparker, and accessed
as a single named configuration:

e The target URL and the scope of the scan, relative to that URL

The range of selected security tests

The number of threads used for crawling and attacking

The active parsers and how their extracted links will be interpreted
The target back-end database

Profiles also support advanced scanning concepts, such as the ability to manually
import links or add HTTP requests.

/u, Jurl

Target URL

This option specifies the address of the website to be scanned. It is mandatory
unless a profile has been specified. If a profile has been specified and the URL
configuration parameter is not specified, Netsparker will derive its target URL
from the profile.

If a profile has been specified and the URL configuration parameter is also
specified, Netsparker will ignore the profile and derive its target URL from the
target URL parameter.




/r, [report

Report Path

This option specifies the file name or the file path to which the report output file
will be saved.

The full physical file path may be specified or, alternatively, if only the file name
is specified, the report will be created in the folder from which Netsparker is
launched. If the target path contains space characters, the path must be
specified in double quotes.

You may use this option multiple times to export multiple types of reports.

When this option is used, the /auto parameter should also be used.

/rt,
/reporttemplate

Report Template Name

This option specifies the name of the template file used to generate report
output. If not specified, reporting will default to using the first report template
file discovered by Netsparker.

You may use this option multiple times to export multiple types of reports.

/h, /help Help
This option shows Netsparker’s command line help dialog.

/silent Silent Mode
This option specifies that Netsparker will not display any error messages. It
should be used with scheduling and automated jobs.

/auth Authentication Credentials

This option specifies the combination of username, password and domain

information that Netsparker will use with Basic, Digest and NTLM authentication.

Valid examples are as follows:

/auth username password

/auth username password "host or domain"
/auth username@domain password

/auth host\username password

If either the username, password or domain entries contain a space character, it
must be specified in double quotes, as shown in the above samples.

As an alternative to using the /auth configuration parameter, credentials may be
configured as part of a scan profile and specified using the /profile option.
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/Ir, /logrequests | Log HTTP Requests

When this option is active, all HTTP requests issued by Netsparker will be logged
to a file named "HttpRequests.saz" which is located within the current scan
directory. You can use Fiddler to view the contents of the log file.

Sample Usages:
Scan http://test23.example.com and save the reportto C:\reports\scan report.html.

Netsparker /a /url http://test23.example.com /r "C:\reports\scan report.html"

Scan http://test23.example.com and save multiple types of reports. Generate "scan report-1"
by using report template "Detailed Scan Report" and generate "scan report-2" by using report
template "OWASP Top Ten 2013 Report".

Netsparker /a /url http://test23.example.com /r "C:\reports\scan report-1.html"

/rt "Detailed Scan Report" /r "C:\reports\scan report-2.html" /rt "OWASP Top
Ten 2013 Report"

Scan http://test23.example.com by using NTLM authentication.

Netsparker /a /url http://test23.example.com /auth john.doe "secret password”
example.com

Launch a new scan parameter with a custom profile and URL:

Netsparker /url http://test23.example.com /p LFI

[R) 5tart 5 New Scan [=]
Target URL

http://test23.example.com/ + -] Profiles (LT} -

(~) Options

\ Start Scan H | Cancel |

Figure 47: Netsparker Launched from Command Line with Custom Profile and URL

Encoder

Netsparker incorporates a built-in encoder tool, which supports URL, HTML, Base64, UTF7, MD5,
SHA1, SHA256, SHA512 , SQL Server Character and ROT13 encoding and decoding.

tool window:
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E. Encoder

Input Qutput

@ Decode
) Encode

URL -

7 Issues (B) @ Encoder

Figure 48: Encoder Tool Window

Netsparker Ltd. © 2009-2015, all rights reserved.
www.netsparker.com
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Exploitation

Fundamentals

Netsparker’s integrated exploitation engine allows you to exploit certain vulnerabilities directly from

the user interface. This does not require exploitation expertise and can be used easily. Currently
Netsparker supports exploitation for the following vulnerabilities:

e SQL Injection
o Error Based SQL Injection
o Boolean SQL Injection

e LFI (Local File Inclusions)

Wulnerability HTTP Request / Response

£ Execute SQL Commands | @l Get Shell | 4> Open LFI Exploitation

Figure 49: Exploitation Toolbar

Netsparker will highlight exploitation buttons based on the selected vulnerability from the “Issues
Panel” or “Sitemap”. Netsparker will not highlight buttons if the exploitation is not possible. For
example if the database user in an SQL Injection vulnerability does not have priviliges to execute

«( Chapter: Exploitation



Exploiting SQL Injections
You can exploit the Error Based or Boolean Based SQL Injection vulnerabilities identified in the web

application, and run custom SQL queries in the application’s database via Netsparker’s SQL Injection

panel.

_

a @ Confirmed Group Issues by
@ [Boolean Based SQL Injection] fartist.aspx (name)
@ [SQL Injection] fartist.aspx (name) 7 Vulnerability Type

[ [Internal Server Error] /artist.aspx

. () I
[ [Cookie Mot Marked As HitpOnly] /hello.asp ) Severity
ﬁ [Forbidden Resource] fjscss/ @ Confirmation
ﬁ [Microsoft SQL Server Identified] fartist.aspx
» [== Mot Confirmed 1 URL

*Issues 12} E. Encoder ! Logs (6)

Figure 50: SQL Injection issues in the Issues Panel

From the issues in the issues] panel, choose a confirmed “SQL Injection” or “Boolean Based SQL

where you can run custom SQL queries.

SELECT @ @VERSION P Run Query |=

Type your SQL Query and click "Run” button. Injection results will be visible in here,

Figure 51: Running Custom SQL Queries in SQL Injection Panel

Afterwards, you can type an SQL query and run the query with the iRun Queryj button. The response
of the query will be displayed in the panel.

SELECT @ @VERSION I Run Query ||

Microsoft SQL Server 2000 - 8.00.2039 (Intel X36) May 3 2005 23:18:38 Copyright (<) 1988-2003 Microsoft Corporation Personal Editicn on Windows NT 5.2 (Build 3790: )

Figure 52: Sample Custom SQL Query Output

Netsparker Ltd. © 2009-2015, all rights reserved.

www.netsparker.com
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Getting a Reverse Shell

When Netsparker identifies and confirms an SQL Injection vulnerability, Netsparker checks the
database user automatically. If the user has admin rights and can access the file system, they can
access the command prompt on the target system. The panel reverse shell dialog will pop up when

Pereerararearranan

you click the iGet Shell{ button.

Wulnerability W HTTP Request / Response

£ Execute SQL Commands | @l Get Shell | 4> Open LFI Exploitation

Figure 53: Get Shell Button

Reverse Shell Settings ‘i‘

Enter Interface and Port to Listen for Reverse Shell
IP Address to Listen: | Any Interface L Port | g3 -
PublicIP Address: 19216813

Listening IP address should be accessible by the target system. Do not forget te configure your
router te forward this port to your system if you are behind NAT and do not forget to add an
exception to your firewall for the selected port.

You can set a different return IP address by setting a public IP address.

Use Custom Listener [oox | concer [@ rer

Figure 54: Reverse Shell Dialog

Reverse shell will send a small executable to the target system, and when this executable gets
executed by Netsparker it will connect back to your system. When it connects, you can run
commands in the target system. To enable this, you should configure reverse shell settings in this
dialog. You can either use your computer to listen for a shell or you can use a “Custom Listener”.

addresses or if you are connected to a single network, we recommend using the “Any Interface”
option.

transferred executable will connect to. Therefore, ensure that this IP address is reachable by the
target. If you access the target system over the internet this IP address should be your public IP
address. You can find your public IP address via websites such as www.whatismyipaddress.com. If

you need to enter your public address, do not forget to configure port forwarding in your router. The
www.portforward.com website can guide you on how to configure port forwarding in your router.

If the target is in the local network you can use your local IP Address.

r

In the PPort]field, you should specify the port number on your computer over which the reverse shell

connection will be made; since this port will be used for listening, the required firewall configuration
should be completed.

[

After filling in the relevant fields, click the :0K] button to start sending the requests required to get

reverse shell.
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http://www.whatismyipaddress.com/
http://www.portforward.com/

whoami ~ | B Execute Command |~

Figure 55: Sample Reverse Shell Session

After a connection is made successfully, you can run commands on the opposite system from the

CodeExecuﬁonipaneL

Using a Custom Listener

r

system in place. Just configure a tool such as Netcat to listen to the given port and set Public IP

Address]to that system’s IP Address. In this scenario you won’t see the reverse shell in Netsparker’s
screen but you will be able to access the shell from the Netcat. Use the following command to listen
port 443 with Netcat:

nc -vv -1 -p 443

Netsparker will use a standard reverse shell, therefore you can use a tool such Netcat or any other
similar tool.
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Exploiting LFI
It is possible to exploit the “Local File Inclusion” vulnerabilities identified in the target application;
Netsparker can download files on the system and can access the source code of the application.

*—-—n——-.l.
4 @ Confirmed Group Issues by
[H0 [Lecal File Inclusion] /Dilemmay/LF/PHP,/readfile-Blind/ default.php (param) ) N
& = Not Confirmed ) Vulnerability Type

71 Severity
@ Confirmation

1 URL

#Issues (14) 5 Encoder ! Logs (11)

Figure 56: Local File Inclusion Vulnerability in Issues Panel

Exploitation] button to access the panel that will enable you to read files on the system and access

the source code of the application.

Extract Files =]

Do you want to start extracting known files from the target system now?

You can do this manually by right click to the file list menu. From the same menu you can alse downlead the source code of the target application.

boves Mo | cance

Figure 57: LFI Exploitation Confirmation

It is possible to download some known files automatically from the target system.

File to Download:  boot.ini LbDownIoad
File Path | @ Download Scurce Code of the Application
[7] windows\systern32\drivers\etc\hosts ¥ Download Known Files

I:l boot.ini <g Export All
[7] windows\ODBC.INI .
7] windows\Microsoft. MET\Frameworki4'\v2.0.50727\ CONFIG\ma
7] windows\Microsoft. MET\Framework\v2.0.50727\COMFIG\mach (jﬁ Clear

[] windows\system32\inetsnAmetabasexml 127524
[7] windows\Microsoft. NET\Framework'v1.1 4322\ CONFIG\machine.config 226638

Figure 58: Download Files

Even if you did not select automatic download, you can use the :Download] button to re-download

known files on the system and source code of the application.

Netsparker Ltd. © 2009-2015, all rights reserved.
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winerability HTTP Request / Response &

Find: = Brevious = Next | 1 match(es) found.| - | g

]

Request B

1 POST /Dilemma/LFI/PHP/readfile-Blind/default.php HITP/1.1 - %
2 Referer: http://test37.netsparker.com:8081/Dilemma/LFI/PHE/readfile-Elind/default.php @

3 -

Accept: text/xml,application/sml,application/xhtml+xml,text/html;q=0.9, text/plain;g=0.8, image/png, */*;q=0.5
[

uesg

Response (1564 ms)

.IgnoreSectionHandler,
IgnoreSectionHandler,
IgnoreSectionHandler,
.Configuration.Ignores

B LFl {Local File Inclusion) Exploitation Panel

File to Download: windows\Microsoft.NET\Framework\v1.1.4322\CONFIG\machine.config

File Path
| windows\Microsoft. NET\Framework\v1.1.4322\CONFIG\machine.config

Figure 59: LFI Exploation Downloaded File View

You can also type the file name manually and download a file that you know exists on the system in
Download button, you can see the contents of the file

the LFI Exploitation panel. After you click the

in question when the download is complete.

Netsparker Ltd. © 2009-2015, all rights reserved.
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Application Settings

Although Netsparker is designed to be easy to use and ready for work from the moment you install it,
it is also very flexible and able to adapt to a broad range of more complex runtime scenarios.

By overriding one or more the default settings, Netsparker’s configuration may be tuned to
accommodate specific operational needs. This section documents Netsparker’s application settings
and describes how to configure these settings to achieve specific goals.

Scan Settings

Crawling

Crawling settings influence how Netsparker acts during the crawling phase. These settings define
how it will crawl the target domain and discover pages to attack.

Crawling

Heuristic URL Rewrite Support

Crawling Page Limit : 7500 2

When Metsparker crawls more than the specified number of pages it will autornatically skip the Crawling phase. It

will log this in the log window.

Default: 7500

Internal Proxy

Listening Port : 10010
Register as the Systermn Prowuy

[] Allow Remote Connections

Resource Finder

[T Wait for Resource Finder to finish Crawling

Resource Finder looks for hidden directories and resources in every folder. Depending on the target website, this
phase might take longer than the Crawling phase. Enabling this option forces Netsparker to wait until Resource
Finder to finish Crawling Phase

Default: Dizabled

Resource Finder Limit : 75

*

Resource Finder looks for hidden directories and resources in every folder. By default, Metsparker checks for the
top 75 items. You can change this limit from here.

Default: 75



web application. When this option is enabled, crawling efficiency is improved because Netsparker
aggregates multiple URLs that represent the same underlying URL. When this option is disabled,
Netsparker will unconditionally crawl all detected URLs.

Netsparker’s proxy captures requests from other computers.

Netsparker uses a pre-defined name list to attempt to discover web application resources in each of
the directories that crawls. This is a time-consuming process that can potentially exceed the duration

will delay completion of the crawling phase until resource detection is complete. To reduce detection
time, testing may be limited to a specified number of entries from the name list, as configured in the
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Attacking
Attacking settings determine how Netsparker acts during the attacking phase. These settings define
the behaviour of its attacking operations.

Attacking
Maximum Mumber of Parameters to Attack: 12 =

Metsparker will stop attadking to parameters in a page when the parameter count exceeds this
number.,

Default: 12

Anti-CSRF Token Field Names (Comma Separated)

*token®, Fcarf*, ViewstateUserkey, _ RequestVerificationToken ﬂ

Cross-site Scripting Engine
| Enable Random Parameter Attadks in Cross-site Scripting Engine

Metsparker will add extra parameters to pages to detect Cross-site Scripting wulnerabilities,

Default: Enabled

be attacked on any given page. This may be used to improve attacking performance for web
applications with pages that contain an unusually large number of parameters.

patterns that will match many of the common token formats. New patterns may be added by
extending the existing comma-separated list. Patterns may use the * character to represent wildcard
matches.

The cross-site scripting configuration includes a single setting that influences XSS attacking. When

extra random parameters to pages in order to attempt detection of XSS vulnerabilities.
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Custom 404

Custom 404 settings determine how Netsparker acts when it detects a custom 404 error page.

Auto Custom 404 Detection

Enable
Maximum 404 Signatures : 100

-

The maximurm number of 404 samples to collect,

Manual Custom 404

Custorm 404 RegEx:

When Metsparker matches this RegEx in a page it will consider that page as Mot Found (404)

Other Settings

Maximum 404 Pages to Attack : 10

-

Mumber of 404 samples to crawl and attack by Metsparker.

By default, Netsparker uses its automatic detection of custom 404 pages, which entails requesting
non-existent pages and collecting their responses as samples of custom 404 page content.
Subsequently, a similarity algorithm is used to compare these samples against other received HTTP
responses to determine whether any given response represents a custom 404 page.

setting.

Alternatively (or in addition to Netsparker’s automatic custom 404 page detection) it is also possible

of identified custom 404 pages that will be attacked.

Scope
Scan Scope settings influence how specific aspects of the scanning process are executed, within the
context of the defined scan scope.
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Scan Scope

[] Case Sensitive

By default Metsparker treats Index.php and index.php in the same manner. In some systems you might want
to change this, If you enable this it will be effective in many places including the issue reporting where an
SQL Injection in Index.php and index.php will be reported as different issues.

Default: Disabled
[T Bypass Scope for Static Checks

If you enable this option, Metsparker will check for static vulnerabilities (such as Crossdomainxml) even
when the Scope does not cover the root,

For example, if your start URL is: http://example.com/test/ and your scope is Entered Path and Below when
you enable this feature, Metsparker will perform a request in the following way:
http:/fexample.com,/Crossdomain.xml

Static checks do not include dangercus requests, so in many cases it is a good idea to enable this option;
however it is disabled by default to aveid potential legal issues in tests conducted with strict scopes.

Default: Disabled

Ignore These Extensions

7z,a3c,ace aif,aifc, aiff,arj, asf, asx, au,avi,bmp, cab, divi, djv, djvu, doc, dot, dwy, eps, es, esl fif fla flv.fui,gif gz.hg -
¥ ice ico,ief,ifs,iwd, iwdd, jpe jpeg,jpg, kar, mid, midi,mov, movie, mp,mp, mp3, mpd, mpeg, mpeg2, mpga,mp
p,mpt, msi,msi, pac, pae pbm, pox, pdf, pgm, png, pnm, ppm, ppt, ps, psd, gt ra, ram, rar, ras, rgb, renf, rpm, i, sit,s
i, snd, s, swf tar tgz, tif 1iff, uff, vis, viv, vive, vox, wav, whmp, wi, wina, wirnv xbm, xds, gpm sowd, zip

The iCase Sensitive] setting causes Netsparker to treat URLs as being case-sensitive, which may result

in many additional requests being issued, and any issues arising from these requests will be reported
separately for each of their case variants.

The iBypass Scope for Static Checks} setting determines whether Netsparker is allowed to perform

static checks (which are non-destructive) outside the scope defined within the scan configuration.

The ignore These Extensions; setting contains a comma-separated list of file extension names that

are ignored by Netsparker.
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Ignored Parameters
The Ignored Parameters table defines a list of well-known HTTP parameter names that will not be

attacked by Netsparker.

Ignore Parameters

[ Mame Pattern Type ]
AP NET VIEWSTATE
ASPMET VIEWSTATE GET _VIEWSTATE GET
ASPMET _EVENTVALIDATION _ EVEMTVALIDATION POST
ASPMET _EVENTVALIDATION GET __EVEMTVALIDATION GET
ASPMET _ASYNCPOST _ASYMCPOST POST
ASPMET _EVENTTARGET __EVEMTTARGET POST
ASP.MET _EVEMTTARGET GET __EVEMTTARGET GET
ASPMET _EVENTARGUMENT __EVEMTARGUMENT POST
ASP.MET _EVENTARGUMENT GET __EVEMTARGUMENT GET
Java Faces ViewState _javax.faces.ViewState POST
Java Faces ViewState GET _javaxfaces.ViewState GET
Struts C5RF Monce org.apache.struts.taglib.html TOKEM POST
Struts C5RF Monce GET org.apache.struts.taglib.html TOKEN GET
JAVA Session ID Jsessionid GET
ASP.MET VIEWSTATE EMC GET _VIEWSTATEENCRYPTED GET
ASP.MET VIEWSTATE ENC POST _VIEWSTATEENCRYPTED POST

#*

ignored. Note that, in order to ignore a named parameter for both HTTP GET and POST requests,
separate GET and POST entries are required.

Form Values
The Form Values table defines a list of HTML form field names for which specified values will be used
during attacking.

Form Values

=

Marne Type Pattern Value
Marme (Him) i d]*namelwhd]® Smith
Date date (fim) [t d]*datelwhd]® 01/01,/201
Birth (Firm) vt d ] birth ot d]™ 01/01,/1987

Netsparker Ltd. © 2009-2015, all rights reserved.
www.netsparker.com
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form fields that match the specified item.

H#DEFAULT# is a special name, whose value will be used when Netsparker needs to supply a value for
an empty form field. It is recommended to use numeric values for this definition, as that's the most
generic form of input that will be most likely to bypass checks.

Brute Force
Brute Force settings influence how Netsparker will attempt to perform brute-force authentication.
Authentication Brute Force

| Enable Authentication Brute Force (Basic, NTLM, Digest)

By default Metsparker automatically brute forces Basic, MTLM and Digest Authentication. You can disable it
from here.

Default: Enabled

Maximum Username/Password Combination to Test 10 =

-

By default Metsparker tries 10 username/password combinations, You can increase or decrease this number.

Metsparker uses the following file which you can edit:
ChUsers\ Tim\Documents\MetsparkerRescurces\ Configurationt AuthenticationWordlist. b

Default: 10

from its pre-defined authentication name list to use.
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URL Rewrite

URL Rewrite settings determine how Netsparker acts on websites that use URL Rewrite/RESTful
techniques. (i.e. http://example.com/books/mobydick instead of

http://example.com/?cat=books&title=mobydick)

20 Use Heuristic URL Rewrite Support
' Use Custom URL Rewrite Rules
"~ Mo URL Rewrite

Heuristic URL Rewrite Support

(1) Metsparker can heuristically detect commonly-used URL Rewrite patterns to avoid repeatedly scanning
the same resources.

avoid repeatedly scanning the same resources.

If you know that the target website is using a URL Rewrite you should choose Custom URL Rewrite as it’ll
always perform better than Heuristic URL Rewrite.

will unconditionally crawl all detected URLs.
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Netsparker can recognize query parameters automatically, but if parameters are located in the path
fragments you need to write custom URL Rewrite rules for these parameters.

You can define a rule by entering either a placeholder or a regular expression pattern.
~) Use Heuristic URL Rewrite Support

0 Use Custom URL Rewrite Rules

~' Mo URL Rewrite
Custom URL Rewrite Rules

Mew (2 Delete 4p Up %7 Down  hitp://example.com/blog/news/welcome-to-rmy-blog [#| Test

Placeholder Pattern RegEx Pattern

» E_.-'I;:||cug_.-'{categu:ur_-,r}_.-’{title} fblogf/(F=category=[*/1+)/(F<title=["/]+)

#

(i) Use placeholder or reqular expression patterns to define URL Rewrite rules.
For example if the target URL was http://example.com/blog/news/welcome-to-my-blog
The following placeholder pattern can be used fblog/{category}/{title}

More Information

A placeholder pattern can be defined with a parameter name wrapped between curly braces. You
can define multiple parameters, but each parameter must have a unique name. Parameter names
can only contain letters.

Parameters names are only used for your reference, they won’t effect anything during the scan.

For example if the target URL was http://example.com/blog/news/welcome-to-my-blog
The following placeholder pattern can be used /blog/{category}/{title}

"news" path segment will be identified as category parameter and "welcome-to-my-blog" path
segment will be identified as title parameter.

If a regular expression pattern is entered, each captured regular expression group will be identified
as a parameter.

For example if the target URL was http://example.com/books/hobbit

The following regular expression pattern can be used /books/(?<title>[*/]+)
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Create A Rule by Using The Wizard

You can create a rule by clicking the INew] button as well. This will open a wizard that will guide you

to create a placeholder pattern.

Step 1: Configure Sample URL
Enter a sample URL that matches the URL rewrite rule you want to add. Click the Next] button to

proceed to the next step of the wizard.

Configure Sample URL

(i) Enter a sample URL that matches the URL rewrite rule you want to add.
Exarnple: http:/fwww.example.com/products/123

Click Next to continue,

URL: | http://example.com/blog/news/welcome-to-my-blog

Netsparker Ltd. © 2009-2015, all rights reserved.
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Step 2: Configure Parameters
Select the path segments which contain a parameter value. Click the Finish] button to complete the

wizard.

Configure Parameters

(i) Select the path segments which contain a parameter value.

Is URL Rewrite Parameter? | Parameter Mame Path Segment
blog
category news
title - welcome-to-my-blog

Placeholder Pattern: /blog/{categoryl/{title}

| Finish | [ Cancel

Rule Evaluation
Rules are evaluated in sequence from the first rule to the last rule. When a match occurs, no more

rules are evaluated. Make sure to enter your rules in the correct order.

Testing Your Rules
To test your rules, enter a test URL and click the Test] button. Matched rule will be highlighted in

green and unmatched rules are highlighted in red.

Custom URL Rewrite Rules

-IH.- Mew (2 Delete 4p Up %7 Down  hitp://example.com/blog/news/welcome-to-rmy-blog Test

Placeholder Pattern RegEx Pattern

. /blog/{category}/ititle} /blog/(?<category=[*/]+)/(T<title= [*/]+]

Netsparker Ltd. © 2009-2015, all rights reserved.
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HTTP Settings

HTTP Request

HTTP Request settings influence how Netsparker performs HTTP requests during crawling and

attacking.

User Agent

Predefined User Agents:

User Agent:

Request

Request Timeout :

HTTP Request Settings

Accept:

Accept Charset :
Accept Language :
W HTTP KeepAlive

¥| Support Cookies

Current User Agent -
Mozilla 4.0 (compatible; MSIE 6.0; Windows NT 51; 5V1; MET CLR1.1.4322; -
Metsparker)

100000 2

text/xml, application/xml,application/xhtrml+xml text/html; =09, text/plain;qg=0.8,image
150-8859-1,utf-8:q=0.7,%:q=07
en-us,en;gq=0.5

V| Support Gzip / Deflate

This setting may either be selected from a pre-defined list of standard user agent strings, or manually

entered to achieve a specific custom result.

HTTP requests issued by Netsparker during crawling and attacking.
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Proxy

Proxy settings determine how Netsparker interacts with an upstream proxy. This should not be
confused with Netsparker’s internal proxy (see crawling settings), which is used to capture the URLs
associated with manual page crawling from a browser.

20 Use System (Internet Explorer) Proxy
"1 Use Custom Proxy

) Do Mot Use Proxy

System (Internet Explorer) Proxy

If there is a Proxy set for Internet Explorer, Metsparker will use it. If this option is selected and the System
Proxy changes during a scan, Metsparker will use the new Proxy settings instantly.

If you need to authenticate to the Proxy you will need to select Use Custom Proxy.

Default: Selected

option, you will also be presented with the opportunity to enter authentication credentials for access
to the specified proxy.

local proxy servers.
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General Settings

Logging

Logging settings determine whether and in what level of detail Netsparker logs its scanning activity.

Logging

Enable Logging (Level: 10)

LogVerbosity Level: v v v v v v 0 0T 0 0

Set the level of logging here, Increasing the Log level to the maximum may cause performance issues in
some environments due to the number of logs being written,

Default: 10

Currently Selected Log Itemns

- Critical Handled Error

- Mon Critical Handled Errors
- Critical Exception Messages
- Legical Error

- ¥55 Engine

inclusion in Netsparker’s log files. By moving the configuration slider to the left or right, it is possible

to decrease or increase the log detail level. For any given detail level selection, the list of qualifying

Auto Update
Auto Update settings influence how Netsparker checks for software updates.
Auto Update

Enable Daily Auto Updates

Metsparker is updated frequently for new checks, improvements and bug fixes, If you enable this feature,
Metsparker will check for updates once a day. During this check, the only private data that is sent to our
servers is your Licence Key,

Before installing a new update, Netsparker will always ask for confirmation.

Recommended: Enabled

its update server to check for the availability of an updated software version.
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otsparker

Support
Getting Support

Netsparker has an easy-to-use and intuitive interface which makes it easy to configure and run a new
scan without a guide.

However, we recognize that from time to time, you’ll need assistance. By keeping an eye on the
Netsparker blog - http://www.netsparker.com/blog/, you’ll have access to tips & tricks and the latest

news about Netsparker.

Get in touch with us

We are fanatical about support. You can contact us by email or telephone for any other issue and we
will get back to you as soon as possible.

Email:
support@netsparker.com

Phone:
+44 845 686 3001 (weekdays between 09:00 and 17:30 GMT)
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Glossary
B

Scanning the security of a system without having the necessary privileges on the target system, in the
same way as an attacker would for a web application, black-box scanning means having no source-
code, administrative account or access to system hardware etc.

F

False-Positive is when the software reports a vulnerability but, in reality, there is no vulnerability in
the scanned web application. Before Netsparker, False-Positives were considered as necessary side
effect as there was no software that could eliminate false-positives. Netsparker is the first tool that
doesn’t report false-positives.

When a tool misses a vulnerability that actually exists in the application, it’s called as false-negative.

W

This is an automated tool which is designed to find vulnerabilities in web applications.
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